Editor's note: A proposal to implement distributed ledger technology for electronic health records is outlined here. The rationale for integration of distributed ledgers in the healthcare domain is introduced, followed by a discussion of the features enabled by the use of a blockchain. An open source implementation of a distributed ledger is then presented. The article concludes with an examination of opportunities and challenges ahead in deploying blockchains for digital health. The Electronic Health Record (EHR) is a digital version of a patient's medical history maintained by a healthcare provider over the course of their visits (Figure 1). The record includes patient information on demographics, diagnosis, vital signs, past medical history, progress over time, lab tests and more. 1-4 Healthcare providers such as hospitals and clinics share a portion of this information with other members of the healthcare system such as insurance companies and pharmacies. Even though the primary information systems are integrated across industries, the supporting information systems are often fragmented. 5
Page 2 of 13
Hospitals have tried to solve the interoperability issues and enhance compatibility by using new interfaces and health information exchanges, but the adoption of these new mechanisms remains low. 5, 6 These solutions in turn have their own set of problems such as high costs of deployment, making them unattainable for general use across industry. Another approach to guiding software development has been creation of new standards for data transfer, but the standards are mostly a set of general guidelines. To standardize the development of health information technology (IT), most vendors require more specific standards, which are not available. 5, 6 A new system to manage health data is required where all interested parties can monitor, access, and analyze consistent and updated information on electronic health records. This system must eliminate information silos by creating a unifying backend that can be shared by the healthcare ecosystem. One emerging technology called a distributed ledger solves this problem by providing a decentralized backend that multiple parties can view and edit consistently without the need to trust any of the other parties. 7, 8 A distributed ledger is essentially a database without a central authority that can be shared across a network of multiple institutions. All participants in this network have their own identical copy of the ledger stored locally. Any changes to this ledger must be verified by all participants, and these changes are reflected in all copies within a few minutes. The security and accuracy of the ledger is maintained through cryptographic signatures and keys, which control the level of access to the shared ledger. 7, 8 Other parties interested in this network can receive roles and permissions-based access according to rules agreed by the network. A distributed ledger can be defined as a generalized version of a blockchain, not inherently tied to a particular cryptocurrency, for instance the blockchain underpinning Bitcoin. 
Features of a Blockchain
The design components of the blockchain that enable electronic health records in a payer-provider-patient model include links and keys, front-end development, verifications, and the subscription model.
Links and keys
Hosting data directly on the blockchain can make it bloated and increase its size very quickly. To avoid that, only access-links are stored on the blockchain. This also limits who can access health information, with the electronic health record shared only between interested parties by using these access links. These are then shared as embedded and encrypted links within transactions to the blockchain. The links only become activated and accessible to users who have the appropriate private key to match the public key hash. This type of encryption scheme has been deployed at large in the Pretty Good Privacy (PGP) program (a popular program used to encrypt and decrypt email over the Internet, as well as authenticate messages with digital signatures and encrypted stored files), and a similar scheme would be very successful here. The actual data associated with the EHR can be secured in the cloud and only made accessible to the user upon requests that can be placed through the same EHR userinterface.
Front-end development
Once a blockchain is deployed to manage EHRs, it becomes the unified and common backbone for digital health. Expanding on the consequences of this development on the future of specialized backend systems, the implication of using this backbone is that each hospital or care provider no longer needs a specific version of databases or software to access patient data. All data are stored in a decentralized manner, and no single entity needs to store a specific portion of the data. There is no longer a need for specific backend protocols or tools, all interested parties just need an underlying protocol for accessing the blockchain to share the same backend. The access-protocol 1662, Dhillon. Designing https://doi.org/10.30953/tmt.v2.77
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creates distinct user roles (administrators, maintainers, patients) and permission groups with varying levels of privileges. The other advantage is that the development cycle for health data software is simplified significantly, because now the only focus is on the front-end software that accesses the blockchain. Even though different parties have differing levels of access, all user-roles and permissions can be built into the front-end.
This also streamlines the costs of future maintenance and development.
Verification
A key hallmark of blockchain-based technologies is the need for verification and consensus from the entire network, and in this case, especially from the interested parties. This rigorous verification ensures that no edits can be made without accountability and visibility to other parties. The verification itself is automated and very rapid; all the parties can approve any changes in a matter of minutes.
This can become even more relevant for health records, because any updates or additional information becomes instantly available to other members on the blockchain. Currently, the Hyperledger Project is guided by a Technical Steering Committee, which includes developers from large corporations that are interested in exploring the commercial viability of the blockchain within the context of products they offer. Over the past few months, two particular implementations of distributed ledger technology have been incubated into the project: Fabric, developed by the joint collaboration between IBM and Digital Assets, and Sawtooth developed by Intel. 10 The project is in very early stages; however, as the ecosystem stabilizes, the core products developed by IBM, The key insight is that an open model allows for the incentives of individual developers and companies align in a positive manner. The irony is that individuals who contribute significant code to the project end up getting hired by one of the companies involved in the project to maintain the code full time. These incentives benefit the project as a whole and ensure successful long-term product development. 10, 11 
Opportunities and Challenges
The unification of data shared by health services is difficult for a developed society with a sophisticated healthcare system; and the reason is simple: The existing software is entrenched deeply within the infrastructure. Accordingly, it is important to discuss the challenges ahead and new opportunities made possible by the use of a blockchain.
The biggest challenge to architectural overhauls in healthcare IT is the legacy systems that have become a standard part of operations for providers. Currently, some of the largest financial institutions are running private trials involving the blockchain and discovering some implementation challenges. These issues must be resolved long before a viable product enters the healthcare market. Congress is already making strides in that direction. The use of blockchain also enables a reduction in overhead costs, particularly for development and maintenance of legacy health record systems. An obvious benefit of using the blockchain is increased security for data transport. The blockchain works based on consensus, preserving the integrity of the entire system. Several features function as checking mechanisms, including timestamps and multiple-node verification of edits made to the health record.
A subtler feature arises from the decentralized nature of the blockchain: denial of service attacks would be computationally very difficult. There is no single point of failure for attackers to target, but instead a decentralized network involving multiple machines that powers the exchange of data. The blockchain also allows for high-grade end-to-end encryption schemes so that only the holder of the private keys can access the full records. Successful deployment of blockchain for health records allows data transition between related parties in an efficient, consensus-based, seamless manner.
Closing Remarks
Fostering the integration of blockchain in the healthcare space will cause significant transformations in the way electronic health data are processed and made available to patients. The cross-talk between the interested parties will allow for more advanced networks to be built on the blockchain-for instance a health-rewards program to positively reinforce lifestyle changes. Such a program can enroll patients with metabolic diseases that can be managed with a healthy lifestyle. The auxiliary services will expand across several industries to integrate new intelligent agents to automate and streamline healthcare processes. A commitment to investment in blockchain-based healthcare will bring about new business models and help improve existing systems. 
